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Abstract—Several physical effects that limit the reliability and ~ within a codeword, and is the maximal magnitude of an error.
performance of Multilevel Flash Memories induce errors tha  This model is motivated by the unique error mechanisms that
have low magnitudes and are dominantly asymmetric. This pagr  a¢fect Multi-Level Flash Memory reliability and access sge

studies block codes for asymmetric limited-magnitude errcs . ’
over g-ary channels. We propose code constructions and bounds Flash Memory is a Non-Volatile Memory (NVM) technol-

for such channels when the number of errors is bounded by 09y that is both electrically programmable and electrjcall
and the error magnitudes are bounded by/. The constructions erasable. To scale the storage density of Flash memories,
utilize known codes for symmetric errors, over small alphalets, the Multi-Level Flash Cell concept is used to increase the
to protect large-alphabet symbols from asymmetric limited 1, mper of stored bits in a cell [3]. Thus each Multi-LevelgHa

magnitude errors. The encoding and decoding of these codesea Il st | | d b ded bol
performed over the small alphabet whose size depends only dine cell stores one of levels and can be regarded as a symbo

maximum error magnitude and is independent of the alphabet Over a discrete alphabet of size The most conspicuous
size of the outer code. Moreover, the size of the codes is show property of Flash storage is its inherent asymmetry between
to exceed the sizes of known codes (for related error models) cell programming (charge placement) and cell erasing ¢ghar
and asympfotic rate-optimality results are proved. EXtensons romayal). This asymmetry causes significant error sources

of the construction are proposed to accommodate variation®n to ch i Is i domi t directi M
the error model and to include systematic codes as a benefit to 0 change cell levels In one dominant direclion. vioreover,

practical implementation. all reported common Flash error mechanisms induce errors
. o whose magnitudes (the number of level changes) are small,
Index Terms—error-correcting codes, asymmetric limited- dind dent of the alohabet si that be sianifi t
magnitude errors and independent of the alphabet size, that may be signifjcan

larger than the typical error magnitude. Altogether, Flash
errors strongly motivate the model of asymmetric limited-
. INTRODUCTION magnitude errors studied in this paper. In addition to the
HE most well-studied model for error-correcting codes igincontrolled) errors that challenge Flash Memory desigh a
the model of symmetric errors. According to this modehperation, codes for asymmetric limited-magnitude eroans
a symbol, taken from the code alphabet, is changed to anotherused to speed-up memory access by allowing less-precise
symbol from the same alphabet, and all such transitions d®gramming schemes that introduce errors in a controlled
equally likely. The popularity of this model stems from bothwvay.
its applicability to a broad set of applications, and frone th Asymmetric limited-magnitude error-correcting codes aver
powerful construction techniques that were found to addrggroposed in [1] for the special cage= n. These codes turn
it. In addition to the symmetric model, many other modelgut to be a special case of the general construction method
variations and generalizations were studied, each metiday provided here.
a behavior of practical systems or applications. In genémal ~ The following example illustrates the coding problem and
more errors consistently deviate from the symmetric modéhtroduces the main idea of the code construction. Suppese w
the higher the value applications may gain from devisingrerr have a set o5 cells, each in one & possible threshold levels,
correcting codes for specialized channels. marked by the integer§0, 1, ...,7}. The design goal is now
In this paper we study block codes that corrasgmmetric  chosen to be protecting this set of cells against 2 errors
Limited-Magnitude errors. This model is parametrized by twaof magnitude/ = 1 in the upward direction. As illustrated by
integer parameters:is the maximum number of symbol errorghe sample words in Figure 1 below, if the stored levels are
restricted to have either all symbols with even parity or all
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Sample 1 Sample 2 t, and for alli, 0 < ¢; < /. Given a codewordk € Q",

d d codeword at asymmetric/-limited-magnitude channel, outputs a vector
codewor y € Q", such thak + e = y, ande is at asymmetrid-limited-

(@) 3/5/3/1]1 ‘ 4 ‘ 6 ‘ 2 ‘ 2 ‘ 0 ‘ magnitude error word. Tha- symbol denotes addition over

the reals. A generalization of the above definition is when we

corrupted corrupted allow asymmetric errors to wrap around (frgm- 1 back to0),
whereby we interpret the- symbol above as addition modulo
®  [a[s[3[2]1] hereby we interpret ihe. sy
detected detected The g-ary asymmetric/-limited-magnitude error model

studied in this paper is a generalization of the binary
© asymmetric-error model studied by numerous authors (Jee [6
for a detailed treatment of this channel). Another geneaali
corrected corrected tion, proposed by Varshamov [10], studigsry asymmetric
d m m errors that have no magnitude limit for individual coordem
(@ . .-..- but the sum of the error vector elements is bounded by
Figure1l. Example of correcting asymmetric limited-magnitude esro some integerT. When T = t/, codes for the Varshamov
channel trivially correctt asymmetric /-limited-magnitude
. . errors. However, for many applications, such as Multi-Leve
alphabets of size +1 (in the case of the example aboveg|ash memories, the Varshamov channel may be too strong
it is the binary repetition code.). Thus a rich selection of, error model. These applications can greatly benefit from
known symmetric-error-correcting codes becomes handy ({0, constructions presented here, which give better cates i

offer _codes that are optimized for the asymmetric limitedarms of size, and also enjoy simple encoding and decoding
magnitude channel. As a favorable by-product of the Consm’algorithms.

tion method, encoding and decoding of the resulting codesthe discussion of codes for the asymmetfidimited-

are performed on alphabets whose sizes depend onlf, onyyagnitude channel-model is commenced with the definition

irrespective of the code alphabet (which may be much largsy 5 gistance that captures the correctabilityt gtsymmetric
than ¢). This is a major advantage in both redundancy ar}fjlimited-magnitude errors.

complexity, compared to other proposed codes for Multlleve

Flash memories (e.g. [4]), whose encoding and decoding &efinition2. For x = (x1,...,x,)€Q" and z =

performed over the large code alphabet. (z1,...,2z0) € Q", defineN(x, z) = |{i : x; > z;}|. The dis-
After discussing the asymmetritlimited-magnitude error tanced, between the words, z is defined

model in Section Il, the main code construction is preseinted

Section lll, together with encoding and decoding proceslure do(x,z) =

Evaluation of the resulting codes is performed in Section IV n+1 if max; {|x; —z;|} > ¢

where asymptotic optimality is shown fdr = 1 and for a = | max(N(x,z), N(z,x)) otherwise

generall whent grows “slowly” relative to the code length

n. A more conclusive optimality is shown by constructing The d, distance defined above allows to determine the

codes that are perfect in the asymmetilimited-magnitude number of/-limited-magnitude errors, correctable by a code

error model. In addition, Section IV compares the code siz€s

to sizes of codes for a related error model. Section V and

» . .
Section VI discuss extensions of the code construction wigHoPosition3. A codeC C Q" can correct asymmetrict-
motivations from practical applications. Those include th!Mited-magnitude errors if and only df,(x, z) > t + 1 for all

construction of systematic codes (V), and codes for simalta distinctx, z € C.
ous asymmetric and symmetric limited-magnitude error3.(Vl  proof: A code fails to correct @ asymmetric/-limited-
Finally, section VIl discusses the usage and implememtatfo magnitude error word if and only if there exist two distinct

asymmetric limited-magnitude codes in Flash devices, anddodewordsx,z and two ¢ asymmetric ¢-limited-magnitude
particular, shows their effectiveness in speeding up thewrgrror wordse, f, such thatx + e = z + f, or equivalently,

access to the memory device. x—z=f—e.
(<«=) Assume that for a pait,z, dy(x,z) >t + 1. Then at
Il. +t ASYMMETRIC /-LIMITED-MAGNITUDE least one of the following holds:
ERROR-CORRECTING CODES 1) N(x,z) >tor N(z,x) >t

An alphabetQ of size g is defined as the set of integers 2) |x; —z;| > ¢ for at least one indexe {1,...,n}.

modulog: {0,1,2,...,q4 — 1}. For a codeword € Q" anda  Case 1 implies thaf — e has either more than positive
channel outpuy € Q", the definition of asymmetric limited- elements or more thannegative elements, none of which is
magnitude errors now follows. possible by the definition of the error vectarg.

Definition 1. A vector of integerg = (e1, ..., e,) is called & Case 2 implies that for somgeithere; > ¢ or f; > /¢, both
asymmetrid-limited-magnitude error word ifi : ¢; # 0}| < impossible by the definition of,f.



Since the same arguments apply to any in the code, thatx+e =+ f (mod q'), ande, f aret asymmetric/-
it necessarily corrects all possibke asymmetric/-limited- limited-magnitude error vectors. Therefore, the vectors:
magnitude errors. x+q -Al+f—x—e)andz=C+q -Alx+e—C—f),
(=) Assume there exist a pair of codewonds, for which (whereA(v) is a vector with ones where; > 0 and zeros
dy(x,z) <t < n. Then bothN(x,z) < t andN(z,x) <t elsewhere), are codewords®fnd they satisfy + e = z + f.
are true, andx; — z;| < ¢ at all positionsi. In that case we Sinceq > 2/, the last sum is a valid channel output. We
can setf; = x; — z; at all positionsi such thatx; > z; and conclude that there exists an uncorrectable error wordfor
e; = z; — x; at all positionsi such thatz; > x;. With zeros and the converse follows. ]
at all other positions, such f satisfyx — z = f — e without Construction 1 is clearly useful as it leverages the com-
violating the conditions ot asymmetric/-limited-magnitude prehensively studied theory of codes for symmetric errors,
errors. B to obtain codes for asymmetric limited-magnitude errors.
Although the asymmetric/-limited-magnitude distance- However, Construction 1 is a special case of the following
measurei, is not a metric (since the triangle inequality doesonstruction.

not hold), it still provides a necessary and sufficient Cend&:onstruction 1A. Let £ be a code over the alphate@t of size

tion for the correctability of asymmetrié-limited-magnitude : / :
errors. In subsequent sections, it will be used both to pro%%f;;@d& over the alphabep of sizeq (9 > q° > £) Is

the correction capability of code constructions, and taaiobt
upper bounds on the size of codes. C={x=(x1,...,xn)€Q":amod g €X}. (2

The relationship betweefi and = in the general case are
I1l. CONSTRUCTION OFt ASYMMETRIC summarized below. The proof is almost identical to that of
£-LIMITED-MAGNITUDE ERROR-CORRECTING CODES Theorem 4.

We now provide the main construction of the paper. Fotheorem5.C correctst asymmetric(-limited-magnitude er-
notational convenience, given = (x1,...,xn), the vector rors fs corrects asymmetrid-limited-magnitude errors with
(x1 mod q',x, mod ', ..., x, mod q') will be denoted by wrap-around. Ifj > ¢’ + ¢, the converse is true as well.

x mod 4'. To obtain a code over alphabéX that correctst ) , o
Remark: If 4’ | g thenC correctst asymmetric/-limited-

or less asymmetric errors éflimited-magnitude, one can use : : ;
magnitude errorswith wrap-around for X with the same

codes for symmetric errors over small alphabets as follows. X
properties as above.

C/OHSWUCtiOH 1. Let L be a code over the alphab@t of size |t is easy to see how Construction 1 is a special case of
q° = £+ 1. The codeC over the alphabe® of sizeq (7 >  Construction 1A. Whem’ = ¢ + 1, an asymmetri¢-limited-
t+1) is defined as magnitude error with wrap-around is equivalent to a symimetr

C— {x = (x1,...,%2) €Q" :xmod g’ € Z}. (1) error (with no magnitude limit).

In other words, the codewords @fare the subset of the words

of Q" that are mapped to codewordsigfwhen their symbols A D'SCU_$' on and Analys§ of Code Constructions
are reduced modulg = ¢ + 1. The size of the cod€ is bounded from below and from

: . ) above by the following theorem.
Codes obtained by Construction 1 have the following error-
correction capability. Theorem 6.The number of codewords in the caglés bounded

P . by the following inequalities,
Theorem 4.C correctst asymmetric/-limited-magnitude er- Y wing inequait

rors if £ correctst symmetric errors. Iff > 2¢,* the converse { q J " Iz < lc| < [ q W " 5| 3)
is true as well. q D '

Proof: The proof proceeds by showing that any pair of  Proof: Let x = (x1,...,xx) be a codeword off. A
distinct codewords;, z € C is atd, distance of at most+1 valid codeword ofC can be obtained by replacing eaghby
apart. By Proposition 3, this would conclude tlfatcorrects any element of the setx € Q : x = x; (mod ¢’)}. The size
all t asymmetric/-limited-magnitude errors. We distinguishof this set is[q/4'] if x; < g mod ¢’ and |g/4’| otherwise.

between two cases: Thus for any codé., the lower and upper bounds above follow.

In the first caser mod 4’ = z mod ¢'. Sincex # z, this [
implies that for at least one indexc {1,...,n}, [x; —z;] > In the special case wheql = 2, the size ofC can be
¢, settling theird, distance to be: + 1. obtained exactly from the weight enumeratorof

In the other casey mod ¢’ # z mod 4. The fact thatt
has minimum Hamming distance of at le&st+ 1 implies
that x and z differ in at least2t + 1 locations and thus, in
particular,max(N(x, z), N(z,x)) >t + 1. : gin-wq|w

For the converse, iz does not correct alt symmetric €l = ZOA“' [EW bJ
errors, then there exists a quadrupiec Z,{ € L, ¢, f), such v

Theorem7.Letq = 2 andX be a code ove®' = {0,1}.
Then the size of the codk as defined ir{2), is given by

where A, is the number of codewords &f with Hamming
La reasonable assumption since the best codes are obtairesdywh g’ weightw.



Proof: When2 | g, the right hand side equalg/2)" - ||, can recovek from . Thus, the equality; — x; = ¢; allows

as the matching lower and upper bounds of (3) predict. Whére same decoder to recoverfrom y.
214, a0 in x can be replaced bjqg/2] different symbols of A schematic decoder of an asymmetfiimited-magnitude
Q and al in x can be replaced byg/2| different symbols. error-correcting cod€ that uses a decoder for a symmetric
Using the weight enumerator &f we obtain the exact value error-correcting cod& is given in Figure 2. Given a channel
for the size ofC above. B outputy € Q", the decoder takes the symbol-wise modgflo

This theorem can be extended¢0> 2, but in such cases of y to obtainy» € Q"". Then a decoder faX is invoked with
knowing the weight distribution of does not suffice, and the inputyp and an error estimaté is obtained such that
more detailed enumeration of the code is needed for an exget € = ¢ (mod ¢’), andk is a codeword of within the
count. correction radius of the decoder far Note that the codeword

The ¢-AEC codes suggested in [1], that correct all asymestimatey is discarded and not used for the decodingCof
metric {-limited-magnitude errors, can also be regarded asFénally, € is subtracted fromy to obtain the codeword estimate
special case of this construction method. To show that, ket C.
0 be the trivial lengthn code over the alphabed’ of size

g’ = £+ 1, that contains only the all-zero codeword. Definey con Secoder for PR 2eC
C={xeQ":xmod g €0} modg’ Ld vy E—i—
={xeQ":x;=0mod ¢ fori=1,2,...,n} [1]. ) X<

Since0 can correct = n symmetric errorsC can correct
t = n asymmetric/-limited-magnitude errors.

B. Decoding

The main construction of this paper (Construction 1) resigure2. Decoding asymmetrié-limited-magnitude error-correcting codes
duces the problem of constructing asymmetfidimited-
magnitude error-correcting codes, to the problem of con-
structing codes for symmetric errors. The correction capa- )
bility of the code constructions was proved in section II&' Encoding
using arguments on their minimumh, distance, arguments Construction 1 (and 1A) define the codeas a subset of
that have a non-algorithmic character. We next show th@f’, without specifying how information symbols are mapped
a similar reduction applies also to the algorithmic proble® codewords. There are many ways to map information to
of efficiently decoding asymmetri¢limited-magnitude error- codewords ofC, and the simplest one, that applies to any
correcting codes. q,q9’ such thatg | ¢/, is detailed below. For an alphabet of

In the following, we describe how, given a decoding algsize g = A - q', where A andq’ are integers, information is
rithm for the codeZ, one can obtain a decoder for the catle mapped to a length codeword ofC as follows:n symbols,
that has essentially the same decoding complexity, witly orlia1, - . ., @), over the alphabet of siza are set as pure infor-

a few additional simple arithmetic operations. The decgdirination symbols. Additionallys information symbols over the
procedure herein refers to the more general Construction J#dphabet of sizey’ are input to an encoder d to obtainn
and it clearly applies to the special case of Constructionsymbols,(x, ..., x,), over the same alphabet. Finally, each
(g =0+1). code symbok; over Q is calculated by; - 4" + x;.

Let x = (xq,...,x,) €C be a codeword andy = Other encoding functions can map information symbols to
(y1,--.,yn) € Q" be the channel output when up tasym- codewords ofC in a different way than the simple encoding
metric /-limited-magnitude errors have occurred. Denote tHgnction above. Different mappings with good properties ar
correspondingZ codeword byx = xmod g/, and also discussed in Section V and Section VI.
defineyp = ymod g ande = (¢ — x) (mod ¢’). First Example 1 now attempts to convey the main ideas of the
we observe that since’ > ¢, if 0 < y; —x; < ¢ then encoding and decoding of asymmetdeimited-magnitude
yi —x; = (y; —x;) mod ¢q’. Using the simple modular error-correcting codes.

identity Example 1. Let £y be the binary Hamming code of length

(y; — x;) mod ¢’ = (y; mod ¢’ — x; mod ¢’) mod ¢’ n = 2" —1, for some integem. First we define the codey
_ r_ in the way of Construction.
= (Yi —xi) mod q' = ¢;,

we get thaty; — x; = ¢;, and in particular, iD < y; — x; < £, Chp={x=(x,...,x)€Q" :xmod 2€ Ly} .

then0 < ¢; < ¢. In other words, if the codeworsl over Q By the properties of j;, the codeCy; corrects a single asym-
suffered an asymmetrit-limited-magnitude error at location metric¢ = 1 limited-magnitude error. When the code alphabet
i, then the codewordy over Q' suffered an asymmetrié¢-  gjze jsy = 2b, for some integeb, the perfect cod€y, whose
limited-magnitude error with wrap-around at the same locat gje equalsCyy| = A" - gn=m = 2(b=1)n  gn—m _ onb—m py,

i, and with the same magnitude. Given at mbsisymmetric

£-limited-magnitude errors with wrap-around, a decoderfor  2Non-binary Hamming codes can be used as well when1.




equation(3), admits a simple function fromb — m informa- Proof: The proof uses the same arguments as the proof for
tion bits to codewords dafy; overQ, as illustrated in Figur8 symmetric errors. Assume the number(af €) pairs exceeds
below. In Figure3 (a),nb — m information bits are input to the g", wherex is a codeword and is at asymmetric/-limited-
encoder. The encoder then uses a binary Hamming encodemtmgnitude error word. Then there exists a veatar Q" such
encoder — m of the information bits into a lengtih Hamming that

codeword (Figure3 (b)). Finally, in Figure3 (c), each g-ary y=xt+e=x+¢

symbol of the codeword € Cy is constructed frorh bits using
the usual binary-to-integer conversion, the top row behsy t
least-significant bits af; € Q.

where eitherx # x' or € # € (or both). If x # x’ then we

have a contradiction since givep the decoder will not be

able to distinguish between andx’. If x = x/, the additive

property of the channel implias= €’ as well, in contradiction

to the assumption thdty, €) # (x/, €’). Therefore the product

b of the code size and the number of admissible errors cannot
n(b—1) info exceedg” which gives the bound provided. ]

Perfectt asymmetric/-limited-magnitude error-correcting

n n codes are obtained through the following proposition.

m ‘n—m info mparity‘n—m info| eXy

n(b—1) info

(a) (b) Proposition 9. If there exists a perfect asymmetiidimited-
magnitude code over an alphabet of sjzethen there exists
b a perfect asymmetri€-limited-magnitude code with the same
— length, over an alphabet of any sigesuch that;’ | g, that
—= xcQ= {0, 1,...,20 = 1} corrects the same number of errors.

Proof: Let C and £ be as in Construction 1A. We first
J msb substitute the expression for the code size from (3) into the
left side of the sphere packing bound
(c) ¢

n t
. Mg (1) 5. m i
Figure3. Encoding Procedure fafy Cl iZO (1) t= (q’) I i;) (i)g )

Decoding is carried out by using a Hamming decoder on tHethe codeX over the alphabet of siz¢ is perfect, then its
top row to find the limited-magnitude error location and magize satisfies ,
nitude (for binary Hamming codes the magnitude is alwigys Iz - z <”> /i — q"
The top row word isrotcorrected by the Hamming decoder, but S\
rather the error magnitude is subtracted from@?gry Worqy Substituting the latter into the former we get
to obtain a decoded codeword. To recover the informatica bit

after decoding, th€@ symbols are converted back to bits in the c|- ! <n) Vi ( q ) " m_
usual way, and the: parity bits are discarded. ;0 i S\ T =49
which completes the proof. ]
IV. OPTIMALITY OF THE CODE CONSTRUCTION AND Alternatively, perfect codes are codes which induce a par-
COMPARISON TORELATED CODES tition of the space into error spheres. As was already noted,
A. Perfect Codes wheng’ = ¢+ 1, thet asymmetric/-limited-magnitude error

For some parameters, the codes constructed in the previ&s)Bhere coincides with the Hamming metfisymmetric error

section are the best conceivable ones for the asymmétricSpﬁe.re‘ Thus, takmg to be a perfect code in the Hamming
metric (e.g., Hamming or Golay codes), produces perfect

limited-magnitude error model. These codes aadect codes AT . :
: . . symmetric/-limited-magnitude error-correcting codes over
in the sense that they attain the sphere-packing bound O : )

an alphabet of sizg, whereq’ | g.

asymmetric/-limited-magnitude errors. Thg-ary symmetric .
sphere-packing bound is first generalized to asymmetric Other perfect codes may exist even vx_/h;_én;é t+ 1._For
T . . . example, whent = 1, the asymmetric/-limited-magnitude
limited-magnitude errors (with wrap-around), and thensit i ) . : s
T . . _error sphere is the semi-cross examined by Stein in [9].
shown that asymmetrié-limited-magnitude error-correcting i .
One may wonder if anynherently new perfect code are

E:ic:les ;r;ﬁérmkeneotv\les Sr(;g(r:]td Cvgzr;seq:ahty Z?Pegeczzilnﬁ]d b¥3c>duced by Construction 1A. The answer, unfortunately, is
9 P » €8 P no: Construction 1A simply takes translations of the tiling

Hamming metnc.. o ) _ provided by the base code to accommodate for the larger
Theorem 8. If C is at asymmetrid-limited-magnitude (with alphabet. This is depicted in the following example.

wrap-around) error-correcting code, of lengtlover an alpha-
bet of sizej, then Example 2.Let X~ be the perfect ternary length= 2 code ca-

; pable of correcting one asymmettidimited-magnitude error,
c|- Z <"> 0 < g, @ = {00,11,22}. The code induces a tiling &3 with the

S \i error sphere, and is shown in FiguteSince this tiling is with



wrap-around, it also induces a natural tiling with wraptar@ code that corrects asymmetric errors (symbols change only
of Z%k for everyk € N. Specifically, forC, the code over an in the upward direction, with no magnitude limit), over an
alphabet of siz& produced fromZ by ConstructionlA, the alphabet of sizes. Finally, let A,(n,t) be the size of the
resulting tiling is also shown in Figure largest lengthn code that correct¢ symmetric errors, over
an alphabet of size. A,(n,t) used here is a replacement
L Lo of the more commonly used,(n,d) [5, Ch.2], whereby the
l 3 l_ parametet! stands for the minimum Hamming distance of the
T an B code instead of the number of correctable symmetric errors
@ ‘ @ ‘ . (thereforeA,(n,t) = A(n, 2t + 1)).
| ! To avoid the excessive use of tHe| operator, assume
B 4 @ o that (¢ +1) | g. The set of allg” words over the alphabet
‘ @ ‘ ’_ of size g is partitioned by the quotient groU:ﬁ{;/Z,’?+1 into
: : q" /(£ +1)" subsets, each of sizg + 1)". In other words,
’ ’ ’ each subset contains a single word whose symbol-wise modulo
@ ; @ ; . {41 equals the all zero vector. In addition to this vector, the
o o subset contains the sum of that vector with @H-1)" — 1
(a) (b) non-zero vectors over the alphabet of stz¢ 1. Each subset
has the property that no two words within it differ in any
coordinate by more thati A sample such partition for = 2,

Figure4. In Example 2, the tilings induced by (a) the codeand (b) the

codeC L
g =4 and/ =1 is given below.
0 0]0 2|2 0]2 2
B. Asymptotic Optimality of Construction 1 0 1{0 3|2 1|2 3
The implication of Construction 1 is that “large” codes L 0y1 213 03 2
for symmetric errors over an alphabet of sige- 1 imply 1 1]1 3]3 1|3 3

“large” codes for asymmetrié-limited-magnitude errors over Tpis property is equivalent to havindy(x,z) < n -+ 1 for
any larger alphabet. Showing the reverse implication, "'Wneeveryx 2 in the subset. '

that “large” codes for asymmetri¢limited-magnitude errors Suppose there is a cod? that correctst asymmetricé-
imply “large” codes for symmetric errors, would concludatth jimjted-magnitude errors. Then there exists at least obeet)
Construction 1 is optimal. Optimality is achieved in thisea \yith at |east IC| (£ +1)"/q" codewords ofC. Since any
since given the “large” code for symmetric errors impliedyo codewordsy, z in that subset satisfyl;(x, z) < n+1,
by the reverse direction, Construction 1 can be invoked {:n such pair has to satisfytax(N (x zj N(zx)) > t.
yield code of the same size as the original “large” code fg other words, the codewords 6 that belong to the same
asymmetric(-limited-magnitude errors. The purpose of thig hset form a code that corredtsasymmetric errors with
subsection is to show that asymptotically, Constructioggy g magnitude limit of size at lea€| (£ + 1)"/q". Without
the largest possible codes for asymmetriamited-magnitude |oss of generality, assume the subset with the most codeword

errors. is the one that contains the all zero codeword. Generality is
Definition 10. Define the rat® of a codeC of lengthn overan Maintained since neitheN(x, z) nor N(z,x) are changed
alphabet of sizg as when a constant vector is subtracted from bathand z.
1 Consequently, the codewords of this subset imply the exdste
R= Elog‘? IC| of a code over an alphabet of size+ 1 that correctst

asymmetric errors with no magnitude limit. Formally,

where|C| is the number of codewords ¢h "
5 . . Asymyoq (1, 1) = (52) AlMg(n, t).
Theorem 11.If C is at asymmetrid -limited-magnitude error- ’ _
correcting code with rat® and block-length that tends to ~ On the other hand, Construction 1 and Theorem 6 provide

infinity, then the following lower bound o\(M(n, t):
1) Whent{ = 1 and for arbi(raryt,. there exists a codg, AL, (1, ) > (+15) Ay (1)
constructed by Constructidh with the same rat&. '
2) For a generall and fort = o(n/logn) (ie., Combining the lower and upper bounds we obtain
lim, .o tlogn/n = 0, or in words,t has a slower Api(n,t) < (%)"AEMq(n,t) < Asympyq () (5)

asymptotic growth compared tg/ log n), there exists a

codeC, constructed by Constructidn with the same rate which is consistent with the trivial inequalith, 1(n,t) <

R. Asymy,1(n, t) (any code for symmetric errors is also a code
for asymmetric errors). The proof of the theorem is achieved
by bounding the gap betweeky, (1, t) and Asymy, 1(n,t)
sing the following lemmas.

Proof: We first introduce the following notation. Let
AlM,(n, t) be the size of the largest lengthcode that cor-
rectst asymmetrid-limited-magnitude errors over an atlphabéJ
of sizea. Let Asym,(n, t) be the size of the largest length Lemma12.[2]: Ay (n,t) > 7 Asymy(n, t).



Proof: See [6]. B application), we expect the code constructions of this pape
yield better codes compared to the best known Varshamov
codes. This section thus compares between sizes of codes
Proof: We will show that a code for symmetric errors cahat are obtained using Construction 1, and lower bounds,
be obtained from a code for asymmetric errors by expurgatipgovided in [8], on the sizes of various Varshamov codess Thi
all but at least al/(nf)? fraction of codewords of the comparison is incomplete since it only discussessdies of
asymmetric-error-correcting code. the codes. Evidently, out asymmetric/-limited-magnitude
Any two codewords in & asymmetric-error-correcting codecodes enjoy efficient encoding and decoding procedures, a
have Hamming distance of at least 1. Any two codewords property which Varshamov codes are not known to have in
in at symmetric-error-correcting code have Hamming distanggneral. We also do not discuss the restrictions on the block
of at least2t 4+ 1. The number of words (and in particular, arsizesn of the code constructions, in order to avoid overloading
upper bound on the number of codewords) that are at distarise discussion with secondary details.
betweent + 1 and 2t from a codeword of & asymmetric- 1) Comparison for £ = 1: When the asymmetric errors

Lemma 13.A,1(n,t) > WAsymgH(n,t).

error-correcting code is have a magnitude limit of = 1, we compare the codes of
2t N 4 n , Construction 1 to Varshamov codes with= t. Whent = 1,
( .)51 =03 ( ) . the two error models are identical and both constructioaklyi
. 4 1 L \t+1 . . . .
i=t+1 =1 (different) codes that are perfect in that metric, whosessiz
Since(,",) < nt*i/t, areq"/(n+1). Whent = 2 Varshamov codes are known to
haveq" /(n? +n + 1) codewords, while using the (punctured)
o d n o\ o (n0)2* Preparata codes [7, Ch.15] in Construction 1 gi2g'/(n +
i; t+1i ! 1)2, roughly twice as many codewords. For a geneyahere

exist Varshamov codes with sizgd/(n + 1). If we appl
i 2t g pply
and thus expurgating all but at leabt (n/)“" of the code- Construction 1 with BCH codes with designed distagte- 1,

words, yields a code for symmetric errors: we get the same code size. However, using the Goppa codes [7,
1 Ch.12] instead, is possibly superior to Varshamov codel wit
Ag+1<7’l, t) > WASymg+1<Tl, t) qn/nt COdeWOde.
n 2) Comparison for a General £: While for ¢ = 1 the advan-
Combining Lemma 12 with (5), fof = 1 we obtain tage of the codes for asymmetrigimited-magnitude errors,
" " in terms of the code sizes is small, for largevalues these
(g) Ar(n,t) < AlMy(n, t) <n (g) Ax(n,t). codes are significantly larger than Varshamov codes. Even if
) ) we only use(¢ + 1)-ary BCH codes in Construction 1, codes
While Lemma 13 end (5) imply, for generé of sizesq"/(n+1)! are obtained, wheré = 2t¢/(¢ +1).

FRY 2t g \n Comparing tog"/(n + 1)!* of Varshamov codes shows a
(7h) A1 (n ) < AMg(n,£) < (16" (k)" Aca (). significant advgn{agge to )the favor of Construction 1.

Taking the logarithm, dividing by: and taking the limit: —

oo, the upper and lower bounds &M, (n, t) are identical

for both ¢ = 1 and for general (under the restrictions ohof

part 2 of the theorem). Hence asymmetiimited-magnitude  \/ gysTEMATIC ASYMMETRIC LIMITED -MAGNITUDE

codes obtained from symmetric codes by Construction 1 are ERROR-CORRECTING CODES

asymptotically optimal. ]

) All its advantages notwithstanding, Construction 1 susffer

C. Comparison to Varshamov Codes the shortcoming of not admitting a systematic represemtati

Prior to this paper’s introduction of the asymmetric/- overQ. A codeC over an alphabe® is said to be in systematic
limited-magnitude error model, the closest error modet théorm if its coordinates{xy,...,x,} can be partitioned into
achieves this correction capability is the g-ary asymmetrian information setl = {xi,...,x;} and a parity sef® =
error model proposed by Varshamov [10]. In particular, thex,. 4, ..., x4}, such that each symbol ihis independent of
known codes for the Varshamov channel are better than knoather symbols inl, and each symbol i is (non-trivially)
codes for symmetric channels. According to the Varshamavfunction of symbols inl only. As seen in Figure 3(b)n
model, parametrized by an integer parameferf a vector code symbols contain parity contribution. Each of these
x = (x1,...,x,) over Q" is transmitted, the channel outputsymbols also has a pure-information component, so it can
is a vectorx + e over Q", such that; > 0 andy? ;e; < T neither belong to thé set, nor to thel set of a systematic-
(the addition and summation are over the reals). Whenat¢/, code coordinate set. This non-systematic structure irmptiat
a T error-correcting code for the Varshamov channel is also‘many” code symbols contain some parity contribution: a bad
t asymmetric/-limited-magnitude error-correcting code. Sinc@roperty in practice as it dictates accessing many Fladb cel
the T = t¢ Varshamov channel allows errors that are ndbr each information update. In this section we propsge
allowed by the asymmetrid-limited-magnitude channel (i.e., tematic asymmetric limited-magnitude error-correcting codes
errors with high magnitudes, which are unlikely in the targehat have few parity symbols.



A. Systematic Codes for £ = 1 Limited-Magnitude Errors magnitudet asymmetric error-correcting code as stated by the

When the error magnitudé is bounded byl, the codeX following proposition.

in Construction 1 is a binary code. As we show next for thiBroposition 14.Let £ be a binary systematic code of length
case, a modification of any cod& can be carried out, that andm < b - r parity bits, for any two integensandb > 1. If
yields a systematic code with the same correction capabilit correctst symmetric errors, then it can be used to construct
The construction method of systematic codesffer 1 is first a systematict asymmetric/ = 1 limited-magnitude error-
presented in the following example. correcting code over an alphabet of sige= 2P, This code

) ) . has lengtth — m + r, of whichr symbols are parity symbols.
Example 3. In this example we propose a systematic variant

to the codeCyy, given in Examplel. The encoding function Proof: The general construction follows closely the one
given below generates a code that has the same correctibFxample 3. The: —m information bits are used to encode
capabilities a€y;, namely any singlé = 1 asymmetric error is @ codeword off.. Them < br parity bits are grouped into
correctable, though the resulting code is different. Siuaty, columns ofb bits each. Then thesecolumns are mapped to
the dimensions of the systematic code are different. Far tff Symbols using the Gray mapping and information bits are
example we assume that the alphabet size of the cafe s Mapped to symbols using the positional mapping. The prgpert
— the number of parity bits in the binary code), compared fhat each asymmetric limited-magnitude error results ie on
2b for arbitraryb in Cy. This assumption can be lifted with aSymmetric error in the codeword df is preserved for this
small increase in redundancy that depends on the actual céggeral case. u
parameters. For dm, k = n — m| binary Hamming cod& y,

the length of the systematic coderis- m + 1, compared to B, Systematic Codes for ¢ > 1 Limited-Magnitude Errors

n ”} tﬁe nor;-S),/:s_tem;tlc ca]fe. _T?e Y sl_‘emzt.lc code_ IS encodeﬂ we try to extend the construction of the previous sub-
as follows. In Figures (a), km in ormathn its are mput to section to codes fo > 1 limited-magnitude errors, we
the encoder. Th_e encod_er thgn uses a binary Hgmmlng encqfi%ediately face a stumbling block. Although generalized
o encode the: lnfgrmatlon bits of.the fop row into a Ien.gthGray codes exist for non-binary alphabets, their propedie
Zf;é(:a"’;qg%n;?é';% vcvﬁfs‘;vzanrj)o(’;%;’ze(g);'sghsig Z;g)t/ebéf;unOt suffice to guarantee a similar general construction. The
The mapping of bits t@ symbols, shown in Figurs (c), is the Wicial property, that a single asymmetric limited-magdé

o . . . error translates to a single symmetric error in e+ 1)-ary
usual (p os:tlone_tl) mapping fo'r tfieinformation symbols, and code, is lost for the general case. For example, ifffer 2 a
the Gray mapping for the parity symbol.

symbol represents the ternary reflected Gray codewoed,
then an error of magnitudzwill result in the Gray codeword

2 €ly 0012, whose Hamming distance @001 is 2 and notl as
kminfo |m g km info |m required. Thus, a limited-magnitude error at this symboy ma
s induce2 errors for the ternary codg. Evidently, this effect is
S not unique to th€? + 1)-ary reflected Gray code, and there is
@) (b) no mapping betweenrary symbols{o, 1,...,(0+1)b - 1}

and (¢ 4 1)-ary b-tuples with this property. This subsection
proposes a construction for systematic asymmetlimited-
magnitude error-correcting codes, for arbitrdry

o 'SP positional 2 |lsb Gray The construction builds on the non-systematic Construc-
c — x;€Q g — x,€Q tion 1. Two modifications of Construction 1 need to be
S b = [msb instituted to yield a systematic code. The first is using aecod

¥’ that has different correction properties thamised before.
The second is a special mapping between parity symbols of
©) ¥’ and code symbols af’ over Q.
Letg andg’ = ¢+ 1 be the alphabet sizes of the cod&s
andZ’, respectively. Assume for simplicity that= 2(¢ +1)%,

To decode, a word from*+1 is converted back to bits usingfor some integes. If this is not the case, the sa/me constrgction
the same mappings, and a binary Hamming decoder is involﬁ@c? S_t'” be used, only .the mappings betwegnand Q wil
for then coded bits. By construction, a sindle= 1 asymmetric e slightly more ?ompllcated. ) _
error overQ translates to a single bit error in the Hamming 1) The Code L= I/_et L be a linear systematic code over
codeword: in thé information symbols, aii — 1 error flips o0 alphabet of sizg’ = £+ 1. The number of information
the least-significant bit that is part of the Hamming codeiyorSYMPOIS OfZ is denotedk, and the number of parity symbols
and in the parity symbol, ah= 1 error flips exactly one parity is m. The parity-check matrix oL is denoted b3H Columns
bit in the column, thanks to the Gray code used in the mappir{(h?' co.,m—1} of H corresppnd to then pgrlty symbols _Of

the codeX. Let H' be the parity-check matrix that is obtained

The code proposed in Example 3, together with its efrom H by replicating all columns ine {0, ..., m — 1} such

coding/decoding, can be generalized to ay= 1 limited- thati # 0 (mod s), and appending them téi. H' is the

Figure5. Encoding Procedure for a Systematic Code



parity-check matrix of the linear codE’ that hasm parity The encoding 020 bits of information into a codeword of a
symbols anck + |m(s — 1) /s| information symbols. systematic cod€’ with the specified parameters is described in
2) The Mapping Q' « Q for Parity Symbols. From the Figure6. Shaded cells represent parity symbols and unshaded
m parity symbols ofZ’, each set of parity symbols, denoted cells represent information symbols. In Figuééa), the top
<I>((3j), o ‘Pi]—) ., is mapped to a single parity symbol 6f two bit rows are used to encode a wordfover the Finite

using the following formula Field of size4. In the right part of Figur®(b), information bits
) are mapped to symbols @f using the usual binary to integer
—_ 4 < () i conversion. In the left part, the parity symbolsifare mapped
P= 2 (0 +1) 6 . . " ) !
Xj = bo” F i; ¢ (t+1) ©) to a symbol ofQ using the mapping defined in equati¢®).

_ ) - o _ Figure6(c) shows the final codeword 6f.
The systematic cod€’ is now specified using its encoding

function.

Construction 2. Let £ be alk + m, k| linear code over the ‘ > | 2 | 0 | ! | 2 | 0 ‘ E/{
alphabetQ’ of sizeq’ = ¢+ 1. The systematic cod& over

the alphabe@ of sizeq = 2(¢ +1)° hask + [m(s —1)/s]

information symbols andm/s| parity symbols. The parity

symbols are computed by taking the moddéle- 1 of the in-

formation symbols, encoding them using a systematic encode

for &', and mapping the resulting parity symbols ovef)' to (a)
[m/s| symbols oveQ, as described i(6). —

Ol R RO O
—_ | O O O -
Ol Rr| R |k O
Ol R OO O

Note that the length of the cod¥ is k + |m(s—1)/s] + 7
[m/s] = k + m, the length of the non-systematic co@e $o ¢1 L
Codes obtained by Construction 2 have the following error- D - Dj I:' -

correction capability. 1 .
pability $o+2¢1 -4 yioadl |

Theorem 15. C' correctst asymmetric/-limited-magnitude
errors ifX correctd symmetric errors. (b) -

Proof: The key point in the proof is that an asymmetric
¢-limited-magnitude error in a parity symbpbf c may only

changeqb((]j) out of thes parity symboIScpé]),...,cbgl)l of &/, |19 |12 I 17|14| 3 |

mapped to this symbol. The way’ was extended fronk
allows correcting errors in the added information symbats, (©)

long as the parity symbols whod$é columns were replicated

are guaranteed to be error free. This fact can be verifiedure6. Encoding of a systematic code with=1 and¢ = 3
by using a decoder foE’ that first computes the syndrome

using H' and then inputs this syndrome to a decoderfor  Asimplied by the constartin equation (6), only half of the
Thust or less asymmetri¢-limited-magnitude errors in any alphabetQ is used in the parity symbols. That is equivalent to
combination of information and parity symbols will resutt i 1 extra redundanbit for each parity symbol of’. Note that
a correctable error for the codg. B the half factor is true for arbitrary. Whenever/ > 1, that

To clarify Construction 2 an example is now provided. amount of additional redundancy compares favorably togusin
the Ahlswede et al. “all error-correcting” scheme [1] foeth
parity symbols, which allows using onlylg/ (¢ + 1) fraction
of the alphabet).

To better understand Construction 2, it may be beneficial
to view it as a concatenated coding scheme. The Hdis
a concatenation of the outer cod® and an inner code for
each symbol (the mappin@’ < Q) that partially corrects an
asymmetric/-limited-magnitude error, to have the outer code
H [ 10 ‘ 11 1 } ¥/ observe at most one symmetric error. Figure 7 illustrates

Example 4. Suppose we want to prote2f information bits
with a systematic code that corre¢ts= 1 asymmetridd = 3
limited-magnitude error, over an alphabet of sjze 32. Since

t = 1 and{ = 3, we takeX to be the quaternary Hamming
code. More specifically, we chooZeto be thd5, 3] Hamming
code overthe alphabet of sige= 4 whose parity-check matrix
is given below.

0 111 2 3 this view of the systematic code construction.

Them = 2 left columns ofH correspond to the parity symbols
of . Note thatj = 2(q")° ands = 2. VI. CODES FORASYMMETRIC AND SYMMETRIC
Replicating the right parity column we obtdiil, the parity- LIMITED-MAGNITUDE ERRORS

[ / . . .
check matrix ot.". In Flash memory applications, the dominant error sources

may cause most of the errors to be in one known direction.
However, other, more secondary error sources can inject
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ssﬁggg 0 AIM E?{g?' 0-Q Ss,frﬁggisﬁymmetric errors have magnitude limit éf= 2. In Figures,
of £’ Error Recovery of ¥/ o is a codeword of the ternary repetition code that corrects
1 bit tr+t =3 symmetric errors. The bits oV , placed in two
redundancy rows, are a codeword of the (shortened) binary Hamming code
of length 14. Each column of V is mapped to an integer
Figure 7. Concatenated Code view of Construction 2 in {0, 1,2,3} using the Gray code, and the final codeword
x combinesV and o through the formula
errors that are more symmetrical in nature, but still have lo x=3-Gray(V)+o

magnitudes. To answer such plausible scenarios, we adaress
variation of the asymmetrié-limited-magnitude error model

to include a (small) number of symmetiidimited-magnitude
errors.

o [2[2]2]2]2]2]2]

Definition16. A (ty,t;) asymmetric/symmetric/-limited-
magnitude error is a vectersuch thaf{i : e; # 0}| < t; + ;.
In addition,t, of the indices ot satisfy—/{ < e; < ¢, and the o|l1{o0][1[1]0]| 1| GCray
remainingn—tIindicessatisf;@geigf. 4 111l olalololol ~ ’3 ‘ 2 ‘ 0‘2‘ 1 ‘ 0‘ 1‘

In the following, we present a construction method for
codes C; 1 that correct (ty,¢)) asymmetric/symmetrict-
limited-magnitude errors. This enhanced error corretitabi
is achieved by modifying Construction 1 with the addition x ’11‘ 3 ‘ > ‘ 3 ‘ 5 ‘ 2 ‘ 5 ‘
of an auxiliary binary code and a special mapping from
information bits tog-ary symbols. We assume for simplicityrigure 8. Example of a code for asymmetric and symmetric limited-
thatg = 2°(¢ + 1), for some integes. magnitude errors. From top to bottom: a codeweraf the ternary

. repetition code; a binary Hamming codeword arranged intb>a
Construction 3. Leto = (o7, ..., 0,) be a codeword of a code7 array and its Gray mapping; the final codewordobtained by
L, over an alphabet of sizé+ 1, that corrects = t; +t; combiningo andV.
symmetric errors. Le¥ = (v, ...,0y) be a two-dimensional
binary array of sizes x n, taken from an array cod€ that  Decoding of the sample code above is illustrated in Figure
corrects a single bit error in each of at m tolumns. Each The codeword in (a) is corrupted Byasymmetric (upward)
symbol ofx € C; 1 is composed from a symbol of the codewor@rrors and downward error; the resulting word is given in (b).
o and a bit vector of the codewokd as follows. For any, In (c) the result of correcting asymmetridimited-magnitude

o . . errors is given. The “corrected” arrdy is shown in (d), and
%i = (£+1) - Gray (7)) + o; the top bit of the third column from right (marked with a bold-
whereGray(if) is the sequential number of the vecioin a face0) is found to be in error. Finally, in (e) the third symbol
binary Gray code on bits. The codé’m contains al|Z| - |C| from right (in bold face) is adjusted levels upward after a
compositions of the codewords BfandC. miscorrection was detected at the previous step.

Note that the amount of redundancy (of both and V )
required in the example to corrd@, 1) asymmetric/symmetric
errors is smaller than iV is not restricted and the repetition

Proof: Decoding ome is performed in two steps. Firstly, code is taken over an alphabet of sizé+ 1 = 5 (that scheme
CT,I is decoded as if it were a plainasymmetric/-limited-  would correcB symmetric¢ = 2 limited magnitude errors).
magnitude error-correcting code (of Construction 1). For t

. . . The counter-intuitive part of Construction 3 is tHahary
t; coordinates that possibly suffered errors in the downwaEgra maboinas are used regardless of the error-maanitude
direction, the first decoding step miscorrects these enmrs y mapping 9 9

exactly £ + 1 levels below their correct levels. Thus, for eacr-1|—hIS fact implies that the codas andC cooperate with each

of theset, miscorrections, the Gray mapping of the upper bi other to achieve the prescribed correction capabilityentise

of the symbol guarantees that the resulting error obseryed would need to operate over a larger alphabet(for 1.
the codeC is a single bit error. ]
Example 5 below illustrates the encoding and decoding of a
code originating from Construction 3.

Proposition17. The code C;; is a (tj,t;) asymmet-
ric/symmetrict-limited-magnitude error-correcting code.

VIl. ASYMMETRIC LIMITED-MAGNITUDE
ERROR-CORRECTING CODES INFLASH DEVICES
While the majority of the results of this paper are formutate

Example 5. In this example we protec  symbols over an in mathematical terms, their great practical promise istivar

alphabet of sizeq = 12 _agamst b =2 asymmgtrlc edicated discussion. The gap between a good coding scheme
errors plustl = 1 symmetric error. Both the asymmetric an .

om a theoretical perspective and an attractive codingrseh
3 _ _ _in practice is deep and often daunting. In this section our
Such codes can be obtained by length, binary f; error-correcting . . . . h di | b he desi
codes, or more cleverly, using J.K. Wolf's Tensor-Prodwde construction Intention IS.tO project the co mg results above lon t e_ Sig
method [11]. and operation of real Flash devices, thus showing theirevalu
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(&) codeword ’11‘ 8 ‘ 2 ‘ 8 ‘ 5 ‘ 2 ‘ 5 ‘ ilarly measured and converted to discrete levels. The noodul
¢+ 1 of these levels are fed to the same ECC decoder as in
Figure 10, whoserror estimates are now subtracted from the
discrete measured levels over flad alphabet (the subtraction

(o)  corrupted ’11‘10‘ 2 ‘ 8 ‘ 4 ‘ 3 ‘ 5 ‘ is represented by th@ adder blocks). The corrected symbols
are then passed to the user after a possible alphabet cimmvers

() AtMdecoded [11]8[2[8[2]2]5]

(d) correctedV

1 I 1|
. | AID |
() SMadusted [11]8[2[8[5[2]5] {Ei 46 4? %Ci %Cﬁ ﬂi %CL 4?

Figure9. Example of decoding asymmetric and symmetric limited-

magnitude errors. (a) Codeword. (b) Codeword corrupteddyyna Figure 10. Flash architecture with symmetric error-correcting codes
metric and symmetric limited-magnitude errors. (c) Firstating The correction of errors is performed on the low-alphabetlsys,
step: correction of asymmetric limited-magnitude/§4) errors. (d) thus not utilizing the specific characteristics of Multi#é¢ Flash
Resulting corrected codeword is decoded using a Hamming de-errors.

coder. (e) Adjusting the miscorrection of the symmetrioefound

in the previous step.

for that particular application. To do that we first show how 228
asymmetric limited-magnitude error-correcting codes ban Alphabet

Converter

deployed with minimal excess hardware over current Flash
architectures. Next we show how these codes can be used to

speed up the memory write access, and analyze quantiativel T %
as a function off, the savings in programming time that they

C
offer.

MODULO
A. Implementation architecture HTHT“
The codes proposed in this paper enjoy a key property
that makes their practical implementation a commerciastila ‘ A/D ‘
products. The fact that the error-correcting engine of tbe n
code constructions are codes for the symmetric channed;hNhH\ %CL ﬁf #Cﬁ ﬁf #Cﬁ %CL ﬁf
are used anyway by common Flash devices to correct memory~ = = - = - = =
errors, permits a simple modification of the Flash architeet rig,e 11 Proposed Flash architecture with asymmetric limited-
to obtain a much more targeted treatment of the observ@dgnitude error-correcting codes. Here the error estsniaten the
errors. In Figure 10, a simplified architecture of a typicalecoder are subtracted from the symbols over the originmiadet
Flash device is presented. The Flash cell contents are meeasius Utilizing the error structure for targeted error cotien.
and converted to discrete levels using the A/D (Analog to
Digital converter) block. Then, to match the chosen error- By installing circuitry to support the modulo operation and
correcting code for symmetric errors, the discrete leveés asimple additions, the device designer is free to choosabkri
represented in the appropriate alphabet (using the AlghaB€C Decoder blocks to obtain any error correction capgbilit
Converter) and fed to the ECC (Error-Correcting Code) depecified byt and /.
coder. The outputs of the decoder are then delivered to the
device user. By converting the cell programmed levels to a
lower alphabet the structure of the Flash errors is lost aﬁ’d
cannot be utilized by the ECC decoder. In comparison, for theAsymmetric limited-magnitude error-correcting codes can
coding scheme proposed in this chapter, a similar architectbe used beyond the usual "passive” correction of uncoewloll
provides guaranteed error control against common asyriamegrrors. Another usage of these codes is to speed up the
limited-magnitude errors. In Figure 11, the cell levels sim- cell programming process by allowing faster, less precise

Programming speed-up
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programming-pulse sequences. By introducing controlied ening result exceeds the target level, is a crucial consitera
rors in the programming sequence, the memory write operatimken by the programming algorithm. The reason for that
can be significantly sped up and the resulting errors are cbeing that Flash devices do not support single-cell erases,
rected by the asymmetric limited-magnitude error-coingct an over-programming instance requires erasing a full Flash
code. block, an operation that is very costly in terms of time and

The behavior of a typical optimized Flash programmindevice wear. The analysis that follows, strongly builds et t
sequence is shown in the graphs of Figure 12, which psoperty of Flash devices.
taken from [12]. The integers of the horizontal axis repnése Suppose a Flash cell is to be programmed from a lower
the program-pulse sequential numbers and the vertical aldsel I; to a higher target levelr. Since the changé in
represents electric-current levels to which Flash cells ahe current level is a random variable whose distribution
programmed. A circle on the a graph represents a currel®@pends on the chosen programming pulse, we model it as
level achieved by a pulse at some point along the programmisgexponentially distributed random variable with meahn/ p.
sequence. The different graphs in Figure 12 represent@mogru will be determined by the programming algorithm as a
sequences with different target current values. As can fmction of [;, Ir, and subject to a constraint of fixing a low
clearly seen, most of the progress toward the target valuepi®bability of over-programming. Specifically, will be taken
achieved by the early pulses, and the numerous later pulsash that
are used for a fine asymptotic convergence to a value very Pr(l;+6>1If)=¢€
cIo_s_e to the target. Theref(_)re,_ h_avmg even a small eMrolis a global parameter that specifies the allowable proltgbili
resiliency against asymmetric limited-magnitude erroas c . o R

: : of over-programming. Substituting the exponential disttion

allow the programming sequence to terminate long befor?é t the int | i
hitting the target value (due to the asymptotic nature of g O We get e integral equation
programming curves) thus significantly speeding up memory /°° pexp(—ud)ds = e @)
access. Increasing the error resiliency beyond the flatgiart JIp—1;
the curve does not add significant benefits as at the steeggge Figure 13 for illustration.)
part of the curve the vertical concentration of programming

points becomes sparser. pdf(s)
i
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__________________________ 18204 Figure 13. Choice of a programming distribution based on the speci-
fied probability of over-programming. For starting levgland target
) I llnd . . . s .
16 : : : : i - level Ir the parameten of the exponential distribution is chosen such
8 7 e & that the marked area under the probability density functjceph

equalse (the specified probability of over-programming)

Figure12. Performance of a Flash adaptive program sequence [12].
The circles on each curve describe the results of an itergtro-
gramming algorithm for a given target value. ~In(e)
T I
To supplement the experimental evidence above, that tﬂ- . g .

S : ence we have the following relationship between the lower

erance to asymmetric limited-magnitude errors can speed-u , . )
. o : .level I; and the final (higher) level; ,1:

the programming sequence, a quantitative analysis of the ti
savings is now carried out. The inputs to a Flash programmind; .1 = I; +6; ,  §; ~ Exponential[—In(e)/(Ir — ;)]
algorithm are thénitial andtarget current levels; its output is a (8)
programming pulse of some width and amplitude, that attempote that the parameter of the exponential distributiord,of
to move closer to the target level, under some constraints. 8t each step depends on the starting levél that is itself a
have an analytic description of the programming sequencandom variable.
we need to model the programming algorithm in a way that Starting from an initial level, the programming algorithm
captures its main design constraints in practice. In Flasbcursively updates the cell level according to (8), anghsto
devices, preventingver-programming, whereby the program- after thent® step if I, > Ir — A, whereA is the maximum

Solving (7) and rearranging we get
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allowed deviation from the target level. Discussed in Now, by equating (10) tdr — A we can calculate the tims/
detail later, the parametex specifies the device tolerance tavhen the sequence of meahscrossesly — A:
programming errors in the downward direction. A pictorial N o
illustration of the modeled programming sequence is given i lp= (1= K)T(Ip = Io) = [r = A
Figure 14. that gives
N = log(Ir — Iny) — log(A)
Ir —log(1 —Ke)

A The importance of (11) is that it describes how the number of
required pulse®V depends on the error margin To compare
the programming speed of Flash devices with and without
an asymmetric limited-magnitude error-correcting code, w
‘ define two different error margingy. and A, respectively
,,,,,,,,,,,,,,,,,,,, I (the subscript stands foicoded and the subscriptc stands for
uncoded, and obviouslyA. > A,.). The difference between
5, the corresponding numbers of puls¥g. and N, is then

k h Ny — N, = lolg(AC/AuC)

—log(1 —K¢)
A conservative assumption is to s&t = (£ + 1) Ay, where/
is the parameter of the asymmetfidimited-magnitude error-

Io correcting code. This assumption corresponds to allowlieg t
Figure14. A pictorial illustration of the modeled programminguncoded device a tolerance of one level (over the discrete
sequence. On the left side are the initial levg) the target level alphabetQ), and the coded device a tolerance/addditional
Ir and the tolerance parametér In the middle is a sequence of ex-|eyels for the total o’ + 1 levels. Under that assumption, the

ponentially distributed level incremends, 65, ..., &, resulting from N .
the programming algorithm. On the right side are the instagbus saving in the number of programming pulses equals

levels I; until the process terminates Bt. log({+1)
Nuc - Nc = 1—
—log(1—Ke)
programming probability = 0.01 the above

(11)

o1

(12)

To analyze the performance of the programming algorithia,, an over-

we need to find the expected number of stepsuch that equals

In,1 < IF—A g In Nuc—Nc :40810g(€—|—1)

. Values of savings for different values 6fare given in Table I.
However, given the compléwstructure of the random process 9 9

I;, finding the mean of: is hard. Instead, we will approximate 7] Nuye— N¢

I;'s mean crossing time by the (deterministic) crossing time 1 2.84

of the mean off;. This latter calculation is significantly easier ;2>, g'gg

since we can use the linearity of expectation to obtain a 2 557

recursive formula for the mean df. The accuracy of that 5 7.31

approximation can be established using concentration dun 6 7.94

(e.g. Chebyshev inequality), however for the discussior he TABLE |

a first order approximation ShOUld SUfﬁCG. APPROXIMATE AVERAGE SAVINGS IN PROGRAMMING PULSES FOR

. . . SAMPLE VALUES OF/(
Now taking the mean of equation (8) we write

- 1 - -
livi=1L+E [—} =L+ Ke(Ip— L)) (9) Another quantity of interest is the percentage of savings
Hi (Nuc — N¢) /Ny x 100, which depends on the particular dif-
whereK, 2 —1/In(e). Rewriting (9) provides a recurrenceferencelr — Iy. For a programming window af — Iy = aA,
relation on the expected programmed levels a is an integer specifying the target increase in discretel$ev
. the part of the programming duration saved by the code equals
Ii+1:Ii(1_Ke)+KeIF log(f—i—l)
Solving the recurrence for initial levé) we get the expression loga
. n - as long asa < g — ¢. The mediah saving percentage is
In = Io(1 = Ke)" + IpKe y (1= Ke)'™ obtained by taking: = g/2 and is equal to
=1
hich after simplification b l log(£+1)
which after simplification becomes T 7
P log(q/2)

T, =Ir — (1—K)"(Ir — I) (10)

5The median savings is a simple approximation to the averagmgs,
which has an unwieldy expression. For snfgitompared tq) it is a relatively
4]; is a Markov process with an uncountable number of states good approximation.
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For a sample number of levels = 32, the median savings various Unequal Error Protection properties. An intergsti
in programming time suggested by the model is plotted mpen problem is showing (if true) the asymptotic optimality

Figure 15.

% Savings the

40%

20

4

i 2 3 4

Figure 15. Percentage of program-time savings as a function of thﬁ]
code’s magnitude limit parametér Significant savings are suggested
even for small¢ and returns are diminishing for growing

As seen in both Figure 15 and Table I, while even small
values suggest significant savings, increadingeyond some
point exhibits diminishing returns and does not signifiant
contribute to increased savings in programming time. Noté&]
that this last qualitative observation is one we have airead
made when discussing Figure 12 earlier in the sub-sectiopy
Thus both analytical and experimental evidence motivage th
application of asymmetric limited-magnitude error-catheg
codes (with smallf), as clearly codes for symmetric errors
will not be an efficient solution for programming speed-up. [6]

(2]

VIIl. CONCLUSIONS ANDFUTURE RESEARCH [7]

This paper proposes a new coding technique that is motjg
vated by Multi-Level Flash Memories. Defining a natural new
error model has opened the way to a simple but powerful cong,
struction method that enjoys good storage and implementati
efficiencies. By an interplay between symbol mappings ahtf]
constraints on the full code block, several useful extersio
to the basic code construction are achieved. An attractiye)
property of the codes herein, is that the coding parameters
n,t,£ need not be fixed for a Flash Memory device famil}ﬁZ]
After implementing the simple circuitry to support this dogl
method in general (modulo and other arithmetic operatjons)
different code parameters can be chosen, depending on the
application, by using varying external coding modules for
the symmetric error-correcting code. Many of the strengths
of this construction method were not explored in the cur-
rent paper. When the reading resolution is larger than the
code alphabet size (e.g., readers that give a real number
rather than an integer), improved decoding techniques ean b
readily applied using “limited-magnitude erasures” oresth
soft interpretations of the read symbols. Better systamati
codes may be obtained by observing the relation between the
limited-magnitude errors and the errors they impose on the
low-alphabet code, and then replacing the symmetric error-
correction properties we required (which are too strondh wi

of Construction 1 for all values of andt. This fact lies upon

existence of a proof to the following conjecture.

Conijecture 1. For anya andt, A,(n,t) (size of largest-ary
code for symmetric errors) arfébym,(n, t) (size of largest-
ary code for asymmetric errors) satisfy the following edyal

1 1
Jim —log, [Aa(n, t)| = lim —log, [Asym,(n, t)]

(This was proved here far = 2 and for restricted if a > 2).
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